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Regular Approaches to Testing
HQ
MQ
)))

Manual static analysis

Specification-based testing

T

Over-the-air “fuzzing”




Over-the-air Testing
Slow & (Almost) No Introspection.



Solution: Emulation
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FirmWire
(Public) State of the Art Baseband Emulation

» Originally presented by Hernandez et al. @ NDSS 2022
« “QEMU emulating highly specific hardware”

MediaTek

Samsung

Firmware Emulator Peripherals

Only peripherals required for the boot stage

Baseband is not connected to a cellular network
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Solution: Restoring State from a
Physical Phone
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Merging State from Emulator and Dump
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BaseBridge: Replaying Messages
Demo

This slide contains a video

2 firmwire : docker — Konsole v oA X ‘ b 4 Capturing from dockerO (src net 172.17.0.0/16 and udp port 4729)

File Edit View Bookmarks Plugins Settings Help File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

71 NewTab [J] split View v [F] paste Q Find

root@@787d8bb0efc:/firmwire# ./pcapreplay.py run-single --channel DCCH --type UECapabilityEnquiry
--pcap-path rrc-capture.pcap -- ./firmwire.py --mtk-loader-nv_data vendor_s2dwa2/mnt --gsmtap 172.17.0.1
--recover-dump cpcrash_MDLogl_2023_0720_162429.bin_unmuxz --recover-ranges mem_access.txt
--restore-snapshot clean-boot-fuzz --fuzz-triage lte_rrc --fuzz-input /tmp/input
CP_A415FXXSZDWAZ_CP2354263®_CL24084238_QB61065699_REV00_User_low_ship_MULTI_CERT.tar.mdSl

Protocol Length Info
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What can we do with that?
Fuzzing!
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What else can we do with that?
Crash Analysis!



FirmWire specific
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Crash Analysis

root@f48fdcb6b55e: /firmwire/# ./firmwire.py --restore-snapshot fuzznew --mtk-loader-nv_data vendor_s2dwa2/mnt
--recover-dump cpcrash_MDLogl 2023 0720_162429.bin_unmuxz --recover-ranges 2024-11-11T0310-EVAL-212-mem_acce

ss.txt --fuzz-triage lte_rrc --fuzz-input crash.bin --gsmtap 100.113.254.2 CP_A415FXXS2DWA2_CP23542630 CL240

84238_0861065699_REV00_user_low_ship_MULTI_CERT.tar.mdSl
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Crash Analysis

root@f48 dcCisthe: /firmwire/# ./firmwire.py --restore-snapshot fuzznew --mtk-loader-nv_data vendor_s2dwa2/mnt
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Crash Analysis

RA: Ox0@ => 0xB0000000 Return Address is Ox0O?



Crash Analysis

PC: 0x90a2b3a8 (l4c_nw_info_domain) | RA: 0x90a2b3a9 (l4c_nw_info_domain)

PC: 0x909fa994 (l4crac_nw_info_ind_hdlr) | RA: Ox909fa995 (l4crac_nw_info_ind_hdlr)
PC: 0x909faS9b4 (l4crac_nw_info_ind_hdlr) | RA: Ox909fa995 (l4crac_nw_info_ind_hdlr)
Exception no: 20

RA: Ox0 => 0xB0009090 Return Address is Ox0?



Crash Analysis

PC: 0x90a2b3a8 (l4c_nw_info_domain) | RA: 0x90a2b3a9 (l4c_nw_info_domain)

PC: 0x909fa994 (l4crac_nw_info_ind _hdlr) | RA: 0x909fa995 (l4crac_nw_info_ind _hdlr)
PC: 0x909fa%b4 (l4crac_nw_info_ind_hdlxr) | RA: 0x909fa995 (l4crac_nw_info_ind_hdlr)
Exception no: 20

RA: 0@ -> OxB0000080 Return Address is Ox0?

Prior to crash:
999fa9b4 40 f0 7d 64 restore 0x268,ra,s0-s1 160 return; 1. Restore ra frOm StaCk

2. Setpctora

909fa%b8 ad e8 jrc

Potential out of bounds write on the stack
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csmss_gsm7/_unpack(&mystery_out, , Length);
5
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Earlier in that function...

260 byte char[260] mystery_out;
output buffer char length = length_in - 1; 755 byte
1f (length == Oxff) { :
length = Oxfe; Input butfer
} v
1f (something == 0) {
csmss_gsm/_unpack(&mystery_out, &mystery_in, length);
5
260 bytes
—

Stack: |mystery out
Unpacked mystery 1in

T —
(254 * 8/7) +1 =292 bytes



Earlier in that function...

260 byte char[260] mystery_out;

output buffer char length = length_in - 1;
1f (length == Oxff) {
length = Oxfe;

h
1f (something == 0) {
csmss_gsm/_unpack(&mystery_out, , Length);
¥
260 bytes

.
Stack: mystery_out I: stored RA register D



Verifying our assumption

260 byte char[260] mystery_out;

output buffer char length = length_in - 1;
1f (length == Oxff) {
length = 0Oxfe;

h
1f (something == 0) {

csmss_gsm/_unpack(&mystery_out, , Length);
¥

[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_L4C _ACTIVE_RAT - Trace Id: 205521332]
csmss_gsm7/_unpack(64a24878, 64915a8f, 7)

mystery in contents:
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Where is this in the input?

[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_L4
csmss_gsm/_unpack(64a24878, 64915a8f, 7)
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RRC PDU
P8 01f1l 3a3a e53a 9cbb bble 3al8 4079 S5clb =R PDU
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dodd dodo fObb dded4 4a08 Q@1f1l 3a3a 3a3a 2a3la -

3048 c/02 al3b e200 ff03 c/8f 0280 4900



[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_L4
csmss_gsm/_unpack(64a24878, 64915a8f, 7)
mystery in contents:

2b836£885£5c89

csmss_gsm/_unpaci.(84a24978, 64915b90, fe)
mystery in contents:
0OEOOEEOEEEOEEEOEEEOEEEOALIIVEEOEEEOEEEOEEEOARE
0OEOEEEOEEEEEEEOEEEOEEEOEEEOARLSIACEOEEEOEEROARE
0OEOOEEOEEEOEEEOEEEOEEEOEEEOEEEOAELTAVEOEEEOARE

RRC PDU
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EMM’
'EMM’]
'EMM’]
EMM’
EMM’
'EMM’]
[EMM] L
'EVAL] 0x90287b89 supported capabilit
'EVAL] 0x913ad42f Msg_send: 02D4 -> 0
IE4)
IE4)
[L4]

Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS5
Ox902877cS
Ox902877cS
Ox902877cS

Ox902877cS
Ox90287b89
Ox902877cS

Where is this in the input?

'EMM PLMNSEL] getCel
'EMM RATCHG] Nas Con
'EMM PLMNSEL] getCel
'EMM EVTCTRL] getSys
'EMM COMMON] EMM mai
'EMM USIMSRV] get PS
'EMM COMMON] UE mode

‘RAC] msg_id = dfe, 1

'RAC] RAC info before
'RAC] RAC info before

RRC PDU
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EMM PDU
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NAS EMM PDU

2747 S5ca/ 5397 7761 c743 080f
45 00c8 381b b8a7 47

lel/ 7alc 8941 003e 27

5427 7c4c 1fe@ 78f1

"EMM]
"EMM]
"EMM]
"EMM]
"EMM]
"EMM]
"EMM]

Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS

Where is this in the input?

'EMM PLMNSEL] getCel
'EMM RATCHG] Nas Con
'EMM PLMNSEL] getCel
'EMM EVTCTRL] getSys
'EMM COMMON] EMM mai
'EMM USIMSRV] get PS
'EMM COMMON] UE mode

:EVAL] 0x90287b89-supported capabilit
'EVAL] 0x913ad42f Msg_send: 02D4 -> 0

[L4]
[L4]
IL4)

Ox902877cS
Ox90287b89
Ox902877cS

Type = Full Network Name

[RAC]
_RAC]

[RAC

msg_id = dfe, 1
RAC info before
RAC info before

4403 c/23 dala lala
4747 4547 4749 18e0

EMM PDU




[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_L4
csmss_gsm/_unpack(64a24878, 64915a8f, 7)
mystery in contents:
2b836£885£5c89
csmss_gsm/_unpack(64a24978, 64915b90, fe
mystery in contents:
00CEEEEEEOEEEEOEEEEOEEEOAEEEOEALEIAREOOEEELAAEE
000EEOEEEOEEEEOEEEEOEEEEEEEEOEEEEOAEEELTIARONAEE
000EEEEEEOEEEEOEEEEOEEEOEEEEOEEEEOEEEOOAEEOLEAE

NAS EMv, PDU

2747 S5ca/ 5397 7761 c/743 020f
4403 c/23 dala lala
4747 4547 4749 18e0

45 00c8 381b b&a7 47
lel/ 7alc 8941 0Q3e 27
5427 7c4c 1fe@ 78f1

"EMM]
"EMM]
"EMM]
"EMM]
"EMM]
"EMM]
"EMM]

[L4]
L4
IL4]

Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS5
Ox902877cS
Ox902877cS
Ox902877cS

Ox902877cS
Ox90287b89
Ox902877cS

Type = Full Network Name

Where is this in the input?

"EMM PLMNSEL] getCel

'EMM RATCHG] Nas Con
'EMM PLMNSEL] getCel
'EMM EVTCTRL] getSys
'EMM COMMON] EMM mai
'EMM USIMSRV] get PS
] 'EMM COMMON] UE mode
'EVAL] 0x90287b89 supported capabilit
'EVAL] 0x913ad42f Msg_send: 02D4 -> 0

[RAC]
_RAC]

[RAC

msg_id = dfe, 1
RAC info before
RAC info before

EMM PDU




[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_L4
csmss_gsm7/_unpack(64a24878, 64915a8f, 7)
mystery in contents:

2b836£885£5c89

csmss_gsm/_unpack(64a24978, 64915b90, fe)
mystery in contents:
00EOEEEEEEEEEOEEEEEEOEEOEEEEEEOEEOEEEOEEOEEOOAE
00EOEEOEEEEEEOEEEEEEOEEOEEEEEEOEEOEEEOEEOEEOAAE
00EOEEEEEEEEEOEEEEEEEEEOEEEEEEOEEOEEEOEEOEEOEAE

NAS EMM PDU

EMM]
EMM]
EMM]
=
EMM’
EMM]
EMM]

Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS

Where is this in the input?

'EMM PLMNSEL] getCel
'EMM RATCHG] Nas Con
'EMM PLMNSEL] getCel
'EMM EVTCTRL] getSys
'EMM COMMON] EMM mai
'EMM USIMSRV] get PS
'EMM COMMON] UE mode

:EVAL] 0x90287b89-supported capabilit
'EVAL] 0x913ad42f Msg_send: 02D4 -> 0

[L4]
[L4]
IL4)

Ox902877cS
Ox90287b89
Ox902877cS

[RAC]
_RAC]

[RAC

msg_id = dfe, 1
RAC info before
RAC info before

2747 Sca/ 5397 7701 c743 080f 2b&3 06f&88 5f5cC
8945 00c8 381b b&8a’ 4749 4403 c/723 dala lala
lel?7 7alc 8941 003e 2747 4747 4547 4749 18e0

5427 7c4c 1fe® 78f1

EMM PDU




[0.04634][L4] Ox90287b89 Active RAT: 4 [INFO_LA4
csmss_gsm7/_unpack(64a24878, 64915a8f, 7)
mystery in contents:

2b836£885£5c89

csmss_gsm/_unpack(64a24978, 64915b90, fe)
mystery in contents:
00EOEEEEEEEEEOEEEEEEOEEOEEEEEEOEEOEEEOEEOEEOOAE
00EOEEOEEEEEEOEEEEEEOEEOEEEEEEOEEOEEEOEEOEEOAAE
00EOEEEEEEEEEOEEEEEEEEEOEEEEEEOEEOEEEOEEOEEOEAE

NAS EMM PDU

EMM]
EMM]
EMM]
=
EMM’
EMM]
EMM]

Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS
Ox902877cS

Where is this in the input?

'EMM PLMNSEL] getCel
'EMM RATCHG] Nas Con
'EMM PLMNSEL] getCel
'EMM EVTCTRL] getSys
'EMM COMMON] EMM mai
'EMM USIMSRV] get PS
'EMM COMMON] UE mode

:EVAL] 0x90287b89-supported capabilit
'EVAL] 0x913ad42f Msg_send: 02D4 -> 0

[L4]
[L4]
IL4)

Ox902877cS
Ox90287b89
Ox902877cS

[RAC]
_RAC]

[RAC

msg_id = dfe, 1
RAC info before
RAC info before

2747 Sca/ 5397 7701 c743 080f 2b&3 06f&88 5f5cC
8945 00c8 381b b&8a’ 4749 4403 c/723 dala lala
lell/ 7alc 8941 003e 2747 4747 4547 4749 18e0

5447 7c4c 1fe® 78f1
Type = Network Name Short

EMM PDU




Where is this in the input?

[0.04634]|[L4] Ox90287b89 Active RAT: 4 [INFO_LA4 EMM] 0x902877c5 [EMM PLMNSEL] getCel
csmss_gsm7_unpack (64224878, 64915a8f, 7) e L g‘t;ggg]":ztgz;
mystery_in contents: 'EMM] 0x902877c5 [EMM EVTCTRL] getSys
2b836f885F5c89 [EMM] ©x902877c5 [EMM COMMON] EMM mai
csmss_gsm7_unpack (64224978, 64915b90, fe) el s e oy Sl i
mystery_in contents: 'EVAL] 0x90287b89 supported capabilit
olololololololololololololololololololololololololololololololololololaslelolololololololole EVAL] 0x913ad42f Msg_send: 0204 -> O
ololololololololololololololololololololololololololelolololololololololololelolololotolole L] OO IoD ok ned_ L = 8,
olololololololololololololololololololololololololololelololsslolololololelolololololololole L4] 0x902877c5 [RAC] RAC info before
Ox00 - 1 = Oxff => Oxfe
NAS EMM PDU
2747 5ca? 5397 7761 c/43 080t 2b83 6188 5f5cC
8945 00c8 381b b8a7 4749 4403 c/23 dala lala EVM POL

lely’ 7alc 8941 Q03e 2747 4747 4547 4749 18e0

54§t /cd4c 1fe@® 78f1
Type = Short Network Name



PoC Exploitation




PoC Exploitation

Must encode target address in 7 bit encoding

. largest byte we can encode ends up as Ox7f after decoding



PoC Exploitation

Must encode target address in 7 bit encoding

. largest byte we can encode ends up as Ox7f after decoding

. Code is at 0x90000000 - 0x91f000000

« Cannot encode 0x9...

 |dea: Only overwrite parts of the current ra



PoC Exploitation

Original ra: @x909f1le’lc

Ox90010000 - Ox9Quu/t7t
Ox909f 1000 - Ox909tLu7f

Attacker controllable bytes



PoC Exploitation

Original ra: @x909f1le’lc

Ox90010000 - Ox9Quu/t7t
Ox909f 1000 - Ox909tLu7f

Attacker controllable bytes

The plan: set ra to 0x909f 1 3d
(L4c_power_off_notify_other)



PoC Payload

Type = Network Name Short EMM PDU

)

27b3a874a604076145ed86hcbheata/enth/abdbealtd/ebth/a. . babeatd/ebih/a

! !

237 bytes: overtlows one byte of ra when decoding

+ null byte 7 bit to 8 bit becomes
Ox3d Ox3d Ox3d...




PoC Over-the-air Test

17:53:01 L4C -> MED MSG_ID_AUDIO_L4C_EPOF_NOTIFY




This is how Network Names became an RCE vector

T-Mobile 4G 90% W 1:34

® N 94 ¢ 0O @




Conclusion

BaseBridge

« Core idea: Transfer connection state from
physical phone into an emulator

Results
« 8 vulnerabilities, 5 new, 2 confirmed RCE

» Enables in-depth crash analysis

Paper + slides (very soon) + BaseBridge (this summer):

T\

L




